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This document is an annex on the installation & setup of the RESILINK resource sharing
digital platform — v3 (see D2.2c). It provides complete, step-by-step instructions for installing,
configuring, and deploying the RESILINK platform, covering the 3 main components:

The RESILINK Backend Server (Node.js + MongoDB)
The RESILINK Mobile Application (Flutter/Android), including code configuration,
APK/AAB build, signing, and release

e The mobile app public distribution via the Google Play Store
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1. INTRODUCTION

The so-called RESILINK platform is implemented as a back-end server to the RESILINK
mobile application as illustrated in the figure below. We will refer it as “RESILINK Back-end
Server” in this D2.2c Annex document.

RESILINK Framework

THE RESILINK PLATFORM
IMPLEMENTS ADDITIONAL
FUNCTIONALTIES TO
BUILD AN EFFICIENT
RESOURCE SHARING
PLATFORM

IT PROPOSES AN OPEN
AP| FOR THIRD-PARTY
APPLICATIONS

2.BACK-END SERVER INSTALLATION

The RESILINK Back-end Server is a Node.js REST API backed by MongoDB. This section
covers cloning the repository, configuring the environment, and starting the server on both
Linux and Windows.

2.1. Repository Setup

The source code is hosted on GitHub. You can clone the repository or download a ZIP
archive: https://github.com/ZiQuwi/RESILINK_BackEnd_Server

Option A — Clone (recommended)
To access all branches:

git clone https://github.com/ZiQuwi/RESILINK BackEnd Server.git
cd RESILINK BackEnd Server
git fetch

git checkout feature/without-odep

To clone only the target branch directly:
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git clone -b feature/without-odep

https://github.com/ZiQuwi/RESILINK BackEnd Server.git

Option B — Download ZIP

Navigate to the GitHub repository, select the desired branch (feature/without-odep), then click
Code — Download ZIP and extract the archive to your working directory.

github.com

[ Projects [0 Wiki

. RESILINK_BackEnd_Server

feature/without-odep had recent push 0 minute ) Compare & pull request
Add file - O <» Code ~
and

@ ziouwi - - ts for Linu . SSH  GitHub CLI

B public

[ README.md

L_SPECIFICATION.md

2.2. Project Structure

After cloning or extracting, verify that the project root contains the following files and folders:

I~ N I

public/ Static public assets
scripts/ Installation & helper scripts
src/ Application source code
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package.json Node.js project manifest
package-lock.json Dependency lock file
README.md Project readme

TECHNICAL_SPECIFICATION.md @ Technical specification

.gitignore Git ignore rules
{ RESILINK_BackEnd_Server | : Q 3|~ = - o *
) Recent
ublic 3 items 1521 &
Y Starred i P
(i Home i scripts 3 items 15:21 ¥
[ Desktop i src 3 items 15121 3%
B Documents _
i.gw 12 items 15:21 T
{ Downloads
)| package.json 759 bytes 15:21 &
J1 Music
& Ppictures | package-lockjson 83,3kB 1521 %
Hi Videos &= | README.md 9,7kB 15:21 i~
i, Trash ® | TECHNICAL_SPECIFICATION.md 91,8 kB 1521 ¥
+ Other Locations .gitignore 305 bytes 15:21 %

2.3. Pre-Installation Configuration

Before running the installation script, you must set a secure admin password. The default
password in the script is 123456 and must be changed.

Windows — Edit scripts/install_resilink_helper.ps1 at line ~133:

const hashedPassword = await bcrypt.hash ("YOUR SECURE PASSWORD", 10);
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T R LV — el PR LW e DIV Y L S Y LW Sy

const cipher = crypto.createCipheriv(
let encrypted = cipher.update(value, .

encrypted += cipher.final( ):

return iv.toString( Yo+ + encrypted;
}
const userCol = mainDb.collection( 4l g

const existing = await userCol.findOne({ userName:
if (existing) {

}

console.log(
else {

, encryptionkey, iv);
)H

):

const hashedPassword = await bcrypt.hash("'123456", 10);

const adminUser = {
_id: new ObjectId().toString(),

phoneNumber : .

userName: s

firstName: .

lastName: .

roleOfUser: .

email: encryptAES( ),
password: hashedPassword,

gps: s

createdAt: new Date().toIsS0Strina().

Linux — Edit scripts/install_resilink.sh at line ~170:

const

hashedPassword = await bcrypt.hash ("YOUR SECURE PASSWORD", 10);

(async () => {
const client = new MongoClient(uri);
try {
await client.connect();
const db = client.db("ResilinkWithoutODEP");
const userCol = db.collection("user");

const existing = await userCol.findOne({ userName:
if (existing) {
console.log("Admin user already exists. Skipping.");

}

return;

"admin" });

const hashedPassword = awalt bcrypt.hash("peEEEl", 10);

const adminUser = {

_id: new ObjectId().toString(),
phoneMumber: "",

userName: "admin",

firstMame: "admin",

lastName: "admin",

role0fUser: "admin",

email: encryptAES("admin@gmail.com"),
password: hashedPassword,

gps: "",

createdAt: new Date().toISO0String(),
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2.4. Install the server

2.4.1.Run the script (Recommended)

The installation script automatically installs MongoDB, Mongosh, Node.js, and all project

dependencies, then creates the database and the admin user.

Windows — Right-click scripts/install_resilink.bat and select Run as administrator or run the

file from the PowerShell.

scripts * 4
& T (] |:.| »  Deskto RESILINK_BackEnd_Server-feature-without-ode »  RESILINK_BackEnd_Server-feature-without-ode| » s
P P P P
@ Mew g{; 8} @D = Tl sort = View
2 Home Name Date modified Type Size
Rj Gallery ||E install_resilink 4/14/2026 4:26 PM Windows Batch File 16@
[™) install_resilink.ch % o ()] W ke
> @ Axel - Personal
D install_resilink_helper.js Cut Copy Rename Delete g
Open Enter
& Desktop
[ Share with >
k Downloads =
I % Run as administrator I
= Documents R
7 Add to Favorites
P4 Pictures
7 Compress to... >
W Music
Copy as path Ctrl=Shift+C
n Videos
ﬁ Properties Alt+Enter
See PU
) T Ask Copilot
scripts
B Editin Notepad
Screenshots - e

InstallResilink serve

Result of running the script.

=

Show more options
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M mongesh mongodby//127.0.0.1:27017/ 7directConnection=true&serverSelection TimeoutMS=2000

not found. automatic installation...
Downloading mongosh 2.5.8 installer...
o I R R R A 1000

....... 108.9

ng for funding
details

low, 3 moderate, 7

o address all issues, run:
npm audit
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reating
dmin us

cation)

DB_URL
DB_LOGS

ppuyeZ sur une touche pour continuer...

Linux —
cd scripts
./install resilink.sh

The script will prompt for your sudo password. It produces the same result as on Windows.

5 $ ./install_resilink.sh
=== RESILINK Server Installation and Database Setup (Linux) ===
=== Version: MainWithoutODEP

[sudo] password for acazaux@e7: I

Once the script completes successfully, the following artifacts are created:

e A .env file in the project root, pre-populated with generated keys
e A backup key file containing all generated secrets:

o Linux: ~/resilink_keys.txt

o Windows: C:\Users\<User>\resilink_keys.txt
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= (] X

RESILINK_BackEnd_Server-fea +
<~ e & [J > - RESILINK_BackEnd_Server-feature-without-odep  » Rechercher dans : RESILINK_Back Q
| & Nouveau e @ Ep = o Tl Trier = afficher aen [ Détails
~
> @b Axel: personnel Nom Modifié le Type Taille
node_modules Dossier de fichiers
| ccier de fichiers
| 2 Bureau public Dossier de fichiers
scripts Dossier de fichiers
b Téléchargem
src Dossier de fichiers
— Documents
@/ .gitignore Fichier source Git ... 1Ko
B Images package Fichier source JSON 1Ke
& Musique package-lock 4/14/2026 10:57 AM Fichier source JSON 82 Ko
£ Vidéos ¥ README 4/13/2026 11:56 AM Fichier source Mar... 10Ko
See PU ‘ D RESILIMK_Server.env 4/14/2026 10:57 AM Fichier ENV 1Ko
. ¥ TECHNICAL_SPECIFICATION 4/13/2026 11:36 AM Fichier source Mar... 90 Ke
scripts
Captures d'écral
> [l CePC
> V5 Lecteurde CD (T
> Ml Réseau
10élément(s) 1 élément sélectionné 430 octet(s) [=]o

2.4.2.Manual Installation (For advanced users)

If you prefer not to use the automated script, or if the script fails on your system, you can
perform each installation step manually. This section mirrors exactly what the script does, in
the same order.

2.4.2.1. Install MongoDB
Option A — Via terminal (Ubuntu 22.04+)
Import the MongoDB public GPG key and add the official repository:
curl -fsSL https://pgp.mongodb.com/server-6.0.asc | \

sudo gpg -o /usr/share/keyrings/mongodb-server-6.0.gpg —--dearmor

"deb [ arch=amd64,arm64
signed-by=/usr/share/keyrings/mongodb-server-6.0.gpg ] \

https://repo.mongodb.org/apt/ubuntu jammy/mongodb-org/6.0 multiverse" \

| sudo tee /etc/apt/sources.list.d/mongodb-org-6.0.list

sudo apt update

sudo apt install -y mongodb-org

Enable and start the MongoDB service:
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sudo systemctl enable mongod
sudo systemctl start mongod
Option B — Via installer (Windows or manual download)

Go to the official MongoDB download page:

https://www.mongodb.com/try/download/community

Select version 6.0, your platform, and download the installer. Run it and follow the setup
wizard. Make sure to check the option Install MongoDB as a Service so it starts
automatically.

2.4.2.2. Install Node.js

Option A — Via terminal (Linux)

sudo apt install -y nodejs npm

Verify the installation:

Option B — Via installer (Windows or manual download)

Go to the official Node.js download page: https://nodejs.org/en/download

Download the LTS version for your platform and run the installer. The installer includes npm
automatically.

2.4.2.3. Install Project Dependencies

From the project root directory, run:

This installs all packages listed in package.json, including bcrypt, mongoose, and all other
dependencies required by the API.

2.4.2.4. Generate Security Keys

The server requires three cryptographic keys: an AES encryption key, a JWT token key, and
a RESILINK network key. Generate them with the following commands:

Linux:
ENCRYPTION_KEY=S(openssl rand -hex 32)

TOKEN_KEY=$ (openssl rand -hex 32)
RESILINK_NETWORK_KEY=S$(openssl rand -hex 32)
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echo "ENCRYPTION_KEY=SENCRYPTION_KEY"

echo "TOKEN_KEY=STOKEN_KEY"
echo "RESILINK_NETWORK_KEY=SRESILINK_NETWORK_KEY"

Windows (PowerShell):

SENCRYPTION_KEY = -join ((1..32) | ForEach-Object { '{@:x2}' -f (Get-Random
-Max 256) })

STOKEN_KEY =
256) })
SRESILINK_NETWORK_KEY = -join ((1..32) | ForEach-Object { '{0:x2}' -f
(Get-Random -Max 256) })

-join ((1..32) | ForEach-Object { '{@0:x2}' -f (Get-Random -Max

Write-Host "ENCRYPTION_KEY=SENCRYPTION_KEY"
Write-Host "TOKEN_KEY=STOKEN_KEY"
Write-Host "RESILINK_NETWORK_KEY=SRESILINK_NETWORK_KEY"

Save these values, you will need them in the next step.

2.4.2.5. Create and Configure the .env File

Create a file named RESILINK_Server.env in the project root and fill in KEY values:

ENCRYPTION_KEY=YOUR_GENERATED_ENCRYPTION_KEY
TOKEN_KEY=YOUR_GENERATED_TOKEN_KEY
RESILINK_NETWORK_KEY=YOUR_GENERATED_NETWORK_KEY

SWAGGER_URL=

SERVER_NAME=

TOKEN_REQUIRED=

CENTRAL_SERVER_URL=

DB_MODE=1ocal
DB_URL=mongodb://127.0.6.1:27017/ResilinkWithoutODEP
DB_LOGS_URL=mongodb://127.0.0.1:27017/Logs

2.4.2.6. Create the MongoDB Databases and Collections

Wait for MongoDB to be ready, then execute:

mongosh --eval "
= db.getSiblingDB('Logs"');
.createCollection('ConnectionLogs');
.createCollection( 'DeletelLogs');
.createCollection('GetLogs');
.createCollection('PatchLogs"');

.createCollection('PutLogs');
.createCollection('Securitylogs');

= db.getSiblingDB( 'ResilinkWithoutODEP");
.createCollection('Asset"');
.createCollection('AssetType');

Page 14 of 24



RESILINK D2.2c - Annex

.createCollection('Counters');
.createCollection('FavoriteServers');
.createCollection('GlobalRecommendationStats');
.createCollection('News');
.createCollection('Offer"');
.createCollection('Rating");
.createCollection('RecommendationStats');
.createCollection('RegisteredServers');
.createCollection( 'prosumer');
.createCollection('user');

.RegisteredServers.createIndex({ serverName: 1 }, { unique: true });
.RegisteredServers.createIndex({ serverUrl: 1 }, { unique: true });
.0ffer.createIndex({ id: 1 }, { unique: true });
{

.Asset.createIndex({ id: 1 },

unique: true });

.AssetType.createIndex({ name: 1 }, { unique: true });
.FavoriteServers.createIndex({ id: 1 }, { unique: true });
.Rating.createIndex({ userId: 1 }, { unique: true });
.RecommendationStats.createIndex({ name: 1 }, { unique: true });
.prosumer .createIndex({ id: 1 }, { unique: true });
.user.createIndex({ userName: 1 }, { unique: true });
.user.createIndex({ email: 1 }, { unique: true });

Type exit to leave the mongosh shell.

2.4.2.7.

Create the Admin User

Create a file named createAdmin.js in the project root with the following content, replacing
YOUR_ENCRYPTION_KEY with the key generated in step 2.4.2.4. The default admin
credentials are admin / 123456. Change the admin password directly in the file:

const bcrypt = require("bcrypt");
const crypto = require("crypto");
const { MongoClient, ObjectId } = require("mongodb");

const uri =

"mongodb://127.0.6.1:276017";

const encryptionKey = Buffer.from("YOUR_ENCRYPTION_KEY", "hex");

function encryptAES(value) {

const iv

= crypto.randomBytes(16) ;

const cipher = crypto.createCipheriv("aes-256-cbc", encryptionKey, iv);
let encrypted = cipher.update(value, "utf8", "hex");
encrypted += cipher.final("hex");

return iv.toString("hex") +

}

+ encrypted;

(async () => {
const client = new MongoClient(uri);
try A
await client.connect();
const db = client.db("ResilinkWithoutODEP");
const userCol = db.collection("user");

const existing = await userCol.findOne({ userName: "admin" });
if (existing) {
console.log("Admin user already exists. Skipping.");
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return;

}

const hashedPassword = await bcrypt.hash("123456", 10);

const adminUser = {
_id: new ObjectId().toString(),
phoneNumber: "",
userName: "admin",
firstName: "admin",
lastName: "admin",
roleOfUser: "admin",
email: encryptAES("admin@gmail.com"),
password: hashedPassword,

gps: )

createdAt: new Date().toISOString(),
updatedAt: new Date().toISOString(),
accessToken: ""

b

await userCol.insertOne(adminUser);
console.log("Admin user created successfully.");
catch (err) {
console.error("Error:", err);
finally {

await client.close();

Run the script from the project root:

node createAdmin.js

Then delete the file once the admin user is created:

rm createAdmin.js

2.5. Configure the Environment

Edit the .env file in the project root to match your deployment setup:

IP_ADDRESS

PORT

SWAGGER_URL
SERVER_NAME
TOKEN_REQUIRED
CENTRAL_SERVER_URL

Server IP address (e.g. 0.0.0.0 to listen on all interfaces)
HTTP/S port the API listens on (e.g. 3000)
Base URL for Swagger Ul (e.g. http://your-domain:3000)

Display name for this server instance

Set to true to enforce JWT authentication on GET endpoints

URL of the central federation server (if federated)
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DB_MODE
DB_URL
DB_LOGS_URL
ENCRYPTION_KEY
TOKEN_KEY

RESILINK_NETWORK_KEY

E  RESILINK Serverenv

File Edit View
ENCRYPTION_KEY=
TOKEN_KEY=
RESILINK_NETWORK KEY=
IP_ADDRESS=

PORT=

SWAGGER_URL=
SERVER_NAME=
TOKEN_REQUIRED=
CENTRAL_SERVER_URL=
DBE_MODE=local

Database mode: local

MongoDB connection string for the main database

MongoDB connection string for the logs database

Auto-generated AES encryption key (do not modify)

Auto-generated JWT secret key (do not modify)

Auto-generated network key (do not modify)

DB_URL=mongodb: //127.8.8.1:27817/ResilinklithoutODEP
DE_LOGS_URL=mongodb://127.8.6.1:27817/Logs

Ln 4, Col 12 430 characters

E  RESILINK Serverenv

File Edit View
ENCRYPTION_KEY=
TOKEN_KEY=
RESILINK_NETWORK KEY=
IP_ADDRESS=0.0.0.0
PORT=3068

SWAGGER_URL=http://localhost: 3800

SERVER_NAME=Demo serwver
TOKEN_REQUIRED=false

CENTRAL_SERVER_URL=Demo server

DB_MODE=1ocal

Plain text

DE_URL=mongodb://127.8.8.1:27017/ResilinklithoutODEP
DE_LOGS_URL=mongodb://127.8.8.1:27017/Logs

Ln 10, Col 14 489 characters

Plain text

1y
Q0%

Unix (LF)

UTF-8

UTF-8
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2.6. Start the Server

From the project root, run:

node src/index.js

The server will start and print the Swagger documentation URL in the terminal.

PS C:\Users\axelW\Desktop\RESILINK_BackEnd_Server—feature-without-odep\RESILINK_BackEnd_Server—feature-without-odep> node .\src\index.js
API is listening on port 3000
(

openapi: 0

info: {

title:

version:

description:

license: { name: .

contact: { name: , email:
Dg
components: {

securitySchemes: { bearerAuth: , networkKeyAuth:

schemas: {
Asset: -
AssetType:
FavoriteServers:
News : .
OfferData: .
Filter: .
OfferItem: .
AssetItem: .
ServerOffersResponse:
Prosumer: n
Rating: ]
RecommendationStats:
RegisteredServer:

2.7. Access the API

Use CTRL + click on the Swagger URL displayed in the terminal to open the interactive API
documentation in your browser.

name :
description:
r
name :
name :

name :
description:

},
},
},

, description:

]
}
Docs are available on http://localhost:3000/v3/api-docs| [Version 3]
GET /v3/api-docs 8.333 ms - 161
GET /v3/api-docs/ 6.859 ms - 3106
GET /v3/api-docs/swagger-ui.css 9.780 ms — 151211
GET /v3/api-docs/swagger-ui-standalone-preset. js 3.516 ms - 233737
GET /v3/api-docs/swagger-ui-init. js 1.760 ms - 293368
GET /v3/api-docs/swagger-ui-bundle. js 5.807 ms — 1385205
GET /v3/api-docs/favicon-32x32.png 2.5U5 ms — 628
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2.8. Deployment to a cloud platform

Deploying the RESILINK backend server to a cloud platform makes the API accessible from
the public internet with few configurations. This section covers all prerequisites and the
step-by-step configuration needed to expose the API securely over HTTPS using a valid
domain name, Nginx as a reverse proxy, and a free SSL certificate from Let's Encrypt.

2.8.1.Prerequisites
Before starting, ensure the following are in place:

e A cloud VPS — Any Linux-based VPS will work (e.g. OVH, AWS EC2, DigitalOcean).
The server must run Ubuntu 22.04 or later. The RESILINK backend installation
procedure described in section 1 applies without modification.

e A registered domain name — A domain name purchased from any registrar (e.qg.
OVH Domains, Namecheap, Gandi). You will need access to the DNS zone
management panel to create an A record pointing to your server's IP address.

e An SSH client — To connect and manage the remote server from your local
machine.

2.8.2.Connect to the Server

From your local terminal, connect to the VPS via SSH:

ssh ubuntu@YOUR_VPS_IP

Replace ubuntu with the default user of your distribution and YOUR_VPS_IP with the public
IP address assigned by your cloud provider.

2.8.3.DNS Configuration

In your domain registrar's DNS zone management panel, create an A record pointing a
subdomain to your VPS IP address:

A api YOUR_VPS_IP 300

This makes api.your-domain.com resolve to your server. DNS propagation can take a
few minutes up to a few hours depending on the registrar.

2.8.4.0pen the Required Ports

Access to the server must be allowed at two levels.
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e On the cloud provider dashboard — In your provider's control panel (e.g. OVH
Manager), navigate to your VPS network firewall settings and add inbound rules to
allow TCP traffic on ports 22, 80, and 443.

e On the server itself — Run the following commands to configure UFW:

sudo ufw allow 22/tcp
sudo ufw allow 80/tcp

sudo ufw allow 443/tcp
sudo ufw enable

Port 3000 or the PORT selected by the developer does not need to be exposed publicly — all
external traffic will go through Nginx on ports 80 and 443.

2.8.5.Install RESILINK Server

To deploy the server, please use the Linux script starting at section 2.1

2.8.6.Install Nginx

Nginx acts as a reverse proxy, receiving HTTPS requests on port 443 and forwarding them to
the Node.js API running on port 3000:

sudo apt update
sudo apt install nginx

Create the Nginx configuration file for your domain:

sudo nano /etc/nginx/sites-available/resilink

Paste the following configuration, replacing api.your-domain.com with your actual
subdomain and 3000 with your PORT:

server {
listen 80;
server_name api.your-domain.com;

location / {
proxy_pass http://localhost:3000;
proxy_http_version 1.1;

proxy_set_header Upgrade Shttp_upgrade;
proxy_set_header Connection 'upgrade’;
proxy_set_header Host Shost;
proxy_cache_bypass Shttp_upgrade;

Enable the configuration and reload Nginx:
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sudo 1n -s /etc/nginx/sites-available/resilink /etc/nginx/sites-enabled/
sudo nginx -t

sudo systemctl reload nginx

2.8.7.0btain an SSL Certificate

Install Certbot and the Nginx plugin:

sudo apt install certbot python3-certbot-nginx

Run Certbot for your subdomain. Certbot will automatically update your Nginx configuration
to handle HTTPS:

sudo certbot --nginx -d api.your-domain.com

Follow the prompts. When asked about HTTP-to-HTTPS redirection, select option 2
(Redirect) to automatically redirect all HTTP traffic to HTTPS. The certificate is free and
renews automatically every 90 days.

Verify that your .env file is properly configured with the settings for your cloud platform and
reverse proxy:

IP_ADDRESS=0.0.0.0
PORT=YOUR_PORT

SWAGGER_URL=https://api.your-domain.com

2.8.8.Keep the Server Running with PM2

Without a process manager, the Node.js server stops as soon as the SSH session is closed.
Install PM2 to keep the API running persistently:

install -g pm2
start src/index.js --name resilink

startup
save

The pm2 startup command generates a system command to run — execute it as instructed
in the terminal output. From this point, the RESILINK API will restart automatically after any
server reboot.
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Acronym Explanation

AES Advanced Encryption Standard

API Application Programming Interface

APK Android Package Kit

HTTP/HTTPS Hypertext Transfer Protocol/Hypertext Transfer Protocol Secure
JWT JSON Web Token

SSL Secure Sockets Layer
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